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ZoneAlarm IE or |i Watch for New Version pop-u  ps

ZoneAlarm is your Firewall program. It monitors taliffic (Data, files, requests, emails etc.) in and
out of your PC. It will block (deny) unauthorized traffic. How does it know what reamed and
unauthorized? You teach it! As ZoneAlarm monitors traffic it will:
1. Block (deny) traffic
2. Warn you about each “program” that attempts to send data either:
a. to a device within your PC (Trusted Zone) or
b. to a device outside of your PC (Internet)
You must tell ZoneAlarm what to do in each case. Read each pop-up message carefully.uMou sho
know why this “program” is trying to send traffic. You should recognize therpnogame. If you
don’t recognize the program or don’t know why the warning popped up “deny” it. Alwayk ttfeec
box next to Remember this setting”. —

Right mouse click on the ZoneAlarm Icon down by the time to see options. You can_..
Shutdown ZoneAlarm or open thdRestore ZoneAlarm Control Center . In the Programs
Programs list of theProgram Control you can change ZoneAlarm program settings.

A green check means always Allow, a vedheans always block. Themeans ZoneAlarm will Ask
you what to do with its pop-up screen.

ZoneAlarm periodically sends an update notification. You should go immediately to gy blo
www.pchitsnews.conand look for instructions! Don't try it yourself.

AntiVir, your Anti-virus Program Watch for New Ver  sion pop-ups

Your Anti-virus program is Avira AntiVir Personal. Its logo is the red untérélVhen you see it down
by the clock in the right hand corner of the Taskbar it is protecting your PC frosesi It will scan
any file as it is read or written before you can use it.

New viruses come out every hour!AntiVir has an automatic update feature. | have set it to update
daily at 6AM. If you don’t see this happening, call me. The update goes through sestaret steps.

It must download one or more files then stop the program in order to install new versitars. Of
downloads can take quite a while. When AntiVir has a major update, their server® lemked up
and can’t meet the demand. Be patient, it may have to try several times befthreoiimect and
update. The advertisement or “Notification” is your notice that the update hasedppgelose the
window by clicking on thé®©K button.

Often after AntiVir updatesZoneAlarm will open its message window several times and report that
“Programs have changed.” This is normal; Antivir's programs must change tohadlereat of new
viruses. Each time this happens remember to checlRiérmember this setting » box and Allow ”
the change.

Scan with AntiVir Once a Month

Just updating your AntiVir is not enough. You should scan your hard drive(s) for viruses ooctha m
or if you suspect you might be infected.
1. Double Click on thé&can for Viruses Icon on your Desktop.

- Your scan properties are set to maximum strength. It may take ababkée on the speed of

2] your computer, hard drive, and the number of files you have on your hard drive. Be patient.
=l - Viruses detected will be automatically repaired or deleted. If threfswis aHidden file call
me! The current version of AntiVir is very sensitive. It is finding hiddkss fihat have
always been there. These are “false positives”. You can email me thifite@ond 1 will
read it.

Viruses
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Update your Manual Programs

AntiVir and ZoneAlarm are not enough. If you do not immunize (prevent attackspPgbregularly

(At least twice a month ) it WILL get infected. Spyware, browsers, and file sharing software are used
by “hackers” as doors into your PC. Poorly written software can allowsesrto enter.

The most important thing is to NEVER download file-sharing software (Linggnscreensavers,

toolbars, Internet helpers, and other free programs. Free gamé®areadt to attract the unwary.

Spybok - Search & Destroy
Software ko remove spyware

Update Spybot Search and Destroy — Twice a month.

1. Click on the Spybot Icon
2. When the main screen opens click onlilpelate button.
3. Spybot will check for updates. If it displays a list;
a. Choose a server in the USA
b. Choose all the files
c. Then click thé&ownload button.
d. ClickExit after the downloads finish.
4. If you receive updates you shoufdmunize your PC. Click the
Immunize button on the left side of the Spybot screen
5. Now click thegreen+ Immunize button at the top.

Scan for Spyware with Spybot

1. After updating Spybot, Click on tifgearch & Destroy button.

2. When the screen opens click on @leeck for problems button.

3. Letit scan. It will take a while. :

4. If it finds anything make sure each one is checked then click the Search & Destroy
Fix selected problems button.

Update Malwarebytes — Daily R
1. Click on theMalwarebytes’ Icon
2. Click on theUpdate tab
3. Click on theCheck for Updates button Check for Updates

Scan your PC with Malwarebytes
You should scan if you suspect a virusydis see multiple pop ups claiming
infections,shut down the PC and run my "Run Malwarebytes in Safe »y
Mode Instructions” Scanner | Protection | Updste | Quaran

1. Click on theScanner tab ‘

Malwarebytes® Anti-Malware

‘welcome to Malwarebytes' Anti-b
to enzure a prompt completion.

. ThePerform quick scan is fine

2

3. Click theScan button -

4. If Malwarebytes finds infected files you will see the
count inred :

Click on theShow Results button

Click on theRemove Selected button if

Malwarebytes finds any infections.

7. Malwarebytes may request to restart the computer.

You should do this if requested.

on | Update | Quarantine | Logs | lonoieList | Setings | More Tools | About |

v of maliware that M alwarebytes’ AniiM alwars found on this system. Ciose al appications befors removal 55 duing
dy.

o g
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Update SpywareBlaster Update Twice a Month
SpywareBlaster is a product by Java Cool Software. It will teachB©Gup never run dangerous

‘programs”. gﬁ
1. Click on theSpywareBlaster Icon.

2. After the main screen opens click on ewnload Latest Protection Updates __link.
3. Click on theCheck for Updates button.
4. After the updates are downloaded click onEmable all Protection _ link.

Update Windows Monthly, on 2 " Wednesday of the month.

Microsoft Windows (any and all versions) has a LOT of programs that useténedt. During a day
you may have 15 or more “programs” sending and receiving data over the Intdaret of these
programs are found to have “vulnerabilities,” weak places in their computer code tlzdiowila
hacker to break into the program and take over your PC! As Microsoft writes orsipozadeams, new
vulnerabilities are discovered.hese are not viruses and therefore your antivirus software does
NOT protect you from them! Microsoft has a Web site that provides updad¥su MUST update
Windows monthly.

Note: Microsoft updates Windows onthe 2 " Tuesday of each month.
1. Look in theTools drop down menu in Internet Explorer ffindows Update .
Vista and Windows 7 usersshould click on the Windows Update Icon on the desktop.

Warning! Microsoft is downloading/installing “programs” as well as updates. We only wa
“Critical/Security Updates” not new programs/applications/browstrs XP Users, Choose the

Custom button to have the ability to choose your updates. Uncheck the box next to programs such as
Internet Explorer 8.

Google - Windows Internet Explorer - Ell x
A | hitp:/ fuwawr, google. comf j 4| X |Guugle L~
XP Users Tools : %
e SE! '! GDDD‘E x INewegg.com-Computer Par‘..! | t’-} 7 [:| - [ - |y Fag) Cf Tools =
eb |mages VMideo News Maps Gmall more v Delete Browsing Histary... 3
Pop-up Blacker 3
Phishing Filter 3
Manage Add-ons 3

Menu Bar

Toolhars 3

Spybot - Search Destroy Configuration
Sun Java Console

Google Search | I'm Feeling Lucky

Internet Options

- INYY Search Micre
i) Windows
Windows Update
Windows Family Windows Marketplace Office Family Microsoft Update

r ! \!

Windows Update Home \/ We I C O m e

‘1}& to Windows Update
Options
Review your update history
New! Ger Microsoft Update today! Go

Change settings

tA Keep your computer up to date

Get help and support Check to see if you need updates for Windows, your hardware or your devices.

Use administrat i

< seministratar optans Get high-priority updates (recommended) XP USerS

Custom | Select from optional and high-priority updates for Choose CUStom -

Windows and other programs

Concerned about privacy? When you check for updates, basic information about your computer, not you, is used to determine which updates your programs need. To
learn more, see our privacy statement.
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Clean Your Hard Drive No less than once a month.

Windows operating systems create files for many reasons and thenhretaimtfolders designated for
temporary files. For a variety of reasons, including running out of space onardutrive, you want to
reduce the number of files on your disk creating more free space, if it can beittang tnarming any

of your programs. Regularly u€€leaner to clear space on your hard disk(s). To open CCleaner:

5

Double Click the S=EEEd icon.
1. When it starts, CCleaner
has the default settings
checked. Click th&®un
Cleaner button to clean
your Hard Drive.

2. It will then delete all
unneeded files. If you
have never done this it
could take quite a while. 1
have seen more than 4,000
megabytes of wasted space
on a drive!

3. Next you should click the
Registry button. Thisis a
Reqistry file cleaner.

4. Click theScan for
Issues button. Whenitis
done scanning click the
Fix selected issues
button.

5. Then click the~ix All
Selected Issues button.
Sayyes at the warning.

Optimize the Registry Once a month.

The Registry is the most important file(s) on your PC. Nothing happens on youttPalitthe
Registry being consulted. The Registry contains instructions, settingsjgtars, lists of programs,
history, startups and more. i

NTREGOPT is a free program that optimizes this critical file. @’
1. Click on the Icon to start it. You must reboot in order to use the newly optimized Registr
ERUNT (Emergency Recovery Utility NT) is a free program to backup thesiRggi
1. Click on the Icon to start it Elﬂl%
2. Check all the boxes and let it store the backup where it wants. It will credteawith the
current date as the name.
Using this backup PC Bits can easily recover your Registry if it becomegpto
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Defragment your Hard Drive no less than once a mon  th.

As you use your hard drive to store files it becomes fragmented. Fragoemgdhe scattering of file
parts all over the disk. Fragmentation occurs as files on a disk are deleteavditelsnare added. It
dramatically slows disk performance. Defragmentation is the processrdfirgwhe parts of a file to
adjacent sectors on a hard disk to increase the speed of access and résiéied.are enlarged, your
PC saves the additional information on new empty space on the hard disk. When filas are t
fragmented, the computer must search the hard disk each time the file is opémdltef the file's
parts, which slows down response time. Disk Defragmenter reorganizes yqutedsnhard disk.
You should regularly defrag your hard drive right after CCleaner.

To open Disk Defragmenter

1. Click on the Icon in your quick launch bar
Or click theStart Button, point toAll Programs , point toAccessories , point toSystem
Tools, and then cliclDisk Defragmenter .

2. Select the drive\(olume ) you want to defrag (Always choose the C:)
3. Click theDefragment button

Here is an example of a badly defragmented C: drive. Notice the red barse tNetthange after
defragmentation. If your disk is badly fragmented defragmentation willa#ieg time! This is why
you need to defragment often. If this is the first time you have run Diskdbedrater on your hard
drive, run it more than once.

Tip: If it takes more than 10 minutes to defragment a drive then you are not doing it often enough.

Dean Hancy PC Bits 763-360-2163 Page 5 7/10/2010



